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r MOTIVACE PRO BEZPECNE, ODOLNE A UDRZITELNE INFRASTRUKTURY

* V. dnesni digitalni krajiné jsou bezpecCnost a integrita dat prenasenych optickymi sitémi klicové.

* Tyto sité, nezbytné pro globalni internetovou infrastrukturu a firemni komunikaci, jsou zranitelné vidi
rdznym bezpecnostnim hrozbam.

The A Register' Someone deliberately cut cables, Houtbhis sab < i
AXIOS NATO Wants to Boost Its causing $40K in damgge on Cortes ca(l)al;:zs li;nl;gﬁ gsif%ﬁé’f :;Ie;&,:;;e;:‘e;s
Undersea Defenses Sacramento airport goes no-fly after AT&T |  Island 7 warn

UN-recognised government and telecoms firms speak of
threat to digital infrastructure, with some cables lying 100m
below surface

Officials fear Russia could cut the undersea cable network that internet cable shi pped

undergirds much of the global economy.
Police say this appears to be a ‘deliberate act.'

By Jack Detsch and Ksith lohnson

French fiber optic cables cutin
latest Olympics sabotage
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Sacramento Intemational Airport (SMF) suflered hours of fight delays yesterday after

what appears to be an intentional cutting of an AT&T internet cable serving the facilty.

SCSO spokesperson Sergeant Amar Gandhi folg local news sources that the sheriffs
office, which provides security services for SMF, was notified of an issue at 0130 local

ir crews noticed the deliberate nature of the damage when they

It looks like someone who knew what they were doing,” Gandhi told local NBC affiliate
KCRA. “So this wasn' just a couple of teenagers ripping some wires out as a prank. [
Inoks very deliberate.”

An SMF spokesperson told The Register that there hasn't been a suspect identified, and
1age was caused. The airport also isn't aware of any additional

SMF listed flight delays of over two hours yesterday, while arrivals were also delayed,
KCRA said. Service was restored by 1135, the airport said.

* Tradi¢ni metriky, jako je bitova chybovost (BER), uroven optického vykonu nebo pomér signalu
k Sumu (SNR), sami o sobé nejsou dostatecné, aby zvladly vSechny bezpecnostni vyzvy v optickych
sitich, a proto jsou pro ochranu kritické infrastruktury nezbytna zvySena bezpecnostni opatreni.



r VYUZITI OPTICKYCH INFRASTRUKTUR V BUDOVACH JAKO MIKROFON
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Pri spravném zapojeni Ize z vlakna udélat velmi citlivy mikrofon

Navrh doporuceni a protiopatreni
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- Stale ve vyzkumu.
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Udalosti Ize detekovat z obecnych parametrt (OSNR, Rx
vykon, BER, ...).

Pomoci umélé inteligence je mozné klasifikovat udalosti.
Neni vyzadovan zadny dalSi hardware.

Zadné dalsi naklady.
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Koho hledame? Dékuji za pozornost!

Studenty na BP/DP
Ph.D. studenty/vyzkumniky

Na jaké pozice? O ptolab

Pfiprava a realizace méreni/vyhodnoceni dat (i z podmofrskych kabeli) FIBER OPTICS GROUP

munster@vut.cz

Al pro detekci a klasifikaci udalosti

Navrh novych senzor{
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