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ABSTRACT

This paper describes a design of an advanced secure memory programmer for remote con-
trol of an integrated potentiostat. The programmer can read data from integrated potentios-
tat memory and write data into this memory safely and in secure mode. This is required
because standard PROM memory integrated in the potentiostat can cause damage when
writing is repeated. The core of the secure programmer is designed using the ATMEL AT-
tiny 2313 microcontroller. The programmer is remotely controlled by a personal computer
via a standard USB interface.

1. SECURE PROGRAMMER DESCRIPTION

The programmer consists of two essential parts. The first one is a programmer itself and
the other is control software developed for Windows XP. The programmer runs fully under
software control only.

1.1. CONTROL SOFTWARE

The control software is designed for easy and simple use and has four sections: Device,
Status, Data and Control Buttons. The Device section contains components for the choice
of programming devices and connecting and disconnecting them to the programmer. In
Status section the status of connection to the programmer is shown. The very important
section is Data. In this one read data from integrated potentiostat memory is shown and us-
er can mark the bits which will be written. The last section Control Buttons contains but-
tons for reading and writing to integrated potentiostat memory.
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Fig. 1: Screenshot of interactive control software for integrated potentiostat memory pro-
grammer

Fig. 1 depicts the situation when some bits have been previously written. Previously writ-
ten bits are disabled for new writing. Data from integrated potentiostat memory are read
automatically after all writings into this memory.

1.2. PROGRAMMER

The core of the integrated potentiostat memory is created by ATMEL ATtiny2313 micro-
controller replacing AT90S2313. It is a very simple microcontroller which was chosen be-
cause it features required parameters, like 2K Bytes size of system self programmable flash
memory, 18 programmable I/O lines and full duplex USART.
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Fig. 2: Programmer block diagram

The memory requires programming voltage in the range 15 to 17 V. That is why there is a
DC/DC converter inside the programmer. This converter is a step-up converter which con-
verts voltage from USB (above 5 V) to programming voltage of 16 V. There is a DC/DC
converter plugged at the output of the current limiter. The current limiter protects pro-
grammed memory against abnormal current.



1.3. DATA WRITING PROCESS

For correct writing into the integrated potentiostat memory it is necessary to observe the
following writing sequence exactly.

First the supply voltage for integrated potentiostat is activated (VDD), followed by the first
pulse in clock signal (SC) which resets integrated potentiostat. Then programming voltage
switching on which takes the integrated potentiostat to writing mode. The first logical bit
to the integrated potentiostat shift register is shifted after signal DZAP is driven on and af-
ter the pulse in the clock signal. Now the number of pulses in the clock signal indicates the
position of the memory bit which will be written. The signal SD copies the content of the
integrated potentiostat shift register to the PROM cells and BCTRL switches the program-
ming voltage to this memory cells. And now the writing process is activated by enabling
WE signal. Then the programming voltage is disconnected by BCTRL (go to 0). The writ-
ing process into the memory cell is finished. The technology requires all the memory cells
to be burnt separately. After writing one bit another bit has to be chosen for writing by set-
ting the corresponding number of pulses in the clock signal. After the programming the last
bit the power supply is switched off. An example of writing process is show in

Fig. 3.
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Fig. 3: Writing memory cells 26 and 29

1.4. DATA READING PROCESS

The example of reading sequence is shown in

Fig. 4. There is shown in this figure that memory cells 0, 5, 10, 12, 20, 26, 29 are written.
No reconnecting or other manipulation with integrated potentiostat is required. The reading
sequence starts by switching power supply voltage (VDD) on. The first three clock pulses
(on SC) reset the integrated potentiostat and its shift register. Data is shifted to the data pin



(SD) by another pulse in the clock signal. After reading the last bit the power supply is
switched off again.
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Fig. 4: Example of reading from memory

1.5. COMMUNICATION BETWEEN MICROCONTROLLER AND CONTROL SOFTWARE

USB I/O part of the programmer has been created by FTDI 232BM. This part communi-
cates with the microcontroller via USART. The program in microcontroller is very small
because the microcontroller runs instructions which were received from USART (USB).
The instructions are very simple and include basic parts of writing and reading processes.
USART is working in full duplex mode and basic diagram of communication process is

shown in Fig. S.
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Fig. 5: Data transfer diagram

Timing in the communication protocol is very critical. The latency during data transfer on

USB interface should be considered.



2. CONCLUSION

Described advanced secure programmer can program integrated potentiostat memory in
remote control mode. The programmer can check which memory cells are programmed.
The programmer is controlled by a personal computer via USB interface. No external pow-
er source is required.
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